NMEPCOHAJIbHbIE AAHHDbIE:
LEHUM U YMEEM COXPAHATD!

4YTO HaA0 3HATb O NEePCOHA/IbHbIX AAHHbIX

MepcoHanbHble AaHHble — BCe AaHHble O YeNoBEeKe, CBOEro poAa «MacnopT ero AMYHOCTU». UX
cneayet TwartenbHO 6epeub U He pacKpbiBaTb B MHTepHeTe 6e3 HeobxoauMmocTu. B npoTuBHOM
cAyyae 3TO MOXKeT NPUBECTM K OYEeHb HEenpUATHbIM NOCNEACTBUAM: HeXKenaTe/ibHbIM 3BOHKaM,
cnamy, KpaXe AeHer M AOKYMEHTOB, aKKayHTOB, Pa3/IMYHbIM MOLUEHHUYECKMM [AeNCTBUAM.
Be3onacHOCTb — 3TO HalWa HenpepeKaemas LeHHOCTb ANA AeTei u B3pocnbix!

YTO OTHOCUTCA K NepCOHaNbHbIM AaHHbIM?

1.
2.

damunua, msa, oT4eCTBO;

Homepa 1 peKBu3nTbl Bcex goKkymeHToB (nacnopt, CHU/C, UHH, cBuaeTenbCcTBO 0 poXKaeHUMn, atrectat 06 obpasoBaHum,
MeAULUHCKUIA NOANUC U T.N.);

BaHKoOBCKMe paHHble (Homep cueTa, KapTbl, NUH-Koa, CVV-koa u T.n.);

Bawa KoHTaKTHaa uHopmauua (Homepa TenedpoHOB, agpeca 3/1eKTPOHHOM MOYUTbI, agpeca KUTenbcTea, PaboTbl Uan
yuebbl);

doTtorpaduun n BuAE03anucu ¢ Balumm usobpakeHnem; 6. [laHHble 0 BalLUX POACTBEHHUKAX; 7. Bawim NoruHbl u naponu.

KnioueBou Bonpoc:

HackonbKO peanbHO M KaK COXPaHUTb NepPCOHa/IbHbIE AAHHbIE
Ballen cembu?

BHumaHue!



Bonee Tpetn poccusiH (37%) He 3HAIOT, A1 Yero U KaK MOryT 6biTb MCMO/b30BaHbl NEPCOHANbHbIE
BaHHble (no gaHHbim BLUUOM)!

CouceTn, MecceHAXKepbl U BUAEOXOCTUHIM eXKeAHEBHO CObMpaloT O HAc OrpoMHOE KO/AMYecTBO
AaHHbIX. [lenaeTca 310, B NepByto ovepesb, 410 3apaboTka AeHer. BoNbWMHCTBO KpYnHbIX NaaTdopm
— becnnaTHbl, BeAb WX BNaAeNblbl 3apabaTbiBalOT Ha CBOWMX MNO/b30BATENAX. TOYHEE — Ha WX
NepCcoHaNnbHbIX AaHHbIX, TPW NEePenpoaarke UM NCNONb30BaHMM B pekname. CouceTi U MecceHaKepbl
6epyT 3TM AaHHble He TO/MbKO M3 Npoduna nosnb3oBaTena, HO M M3 ero nepenuckn. ObpaTuTte
BHMMaHMe: BCS NMepenunucka NocToSHHO XPaHUTCA Ha CepBepax COLMaNbHOM CETU MAU MeCCEHAKepPa,
NO3TOMYy B pe3y/nbTaTe YTeYKM, KPaKM MAN XaKepPCKOW aTaKM Balla YacTHAA KM3Hb MOMKET CTaTb
AO0CTOAHMEM 06LLEeCTBEHHOCTM.

UcTouHUKK Bepbl

He CTOWUT HafeATbCA Ha «NPMBaATHbIE» NYBAMKALMU, NPOCMATPMBATL KOTOPbIE MOKET TOIbKO OFPAHUYEHHbIN KPYT INLL, KOTOPbIX
HacTpauBaeT cam Nosib3oBaTesb. Beap yTeuka MOKeT NPoM3oiTH Yyepes Nboro 13 aTux Atogein. MHoraa npoucxonaT KpynHble
yTEeUKM, B pe3ynbTaTe Yero AaHHble TbICAY NOAb30BaTeNei MoNagatoT B OTKPbLITbIA JoCTyn. Ho Yalie Bcero noab3oBaTen camu
BbIKNaAbIBaloT MHbopmaumio o cebe B MHTepHeT. 3awmutuTe ceba u ceoto cembto! 80% MHGOPMALMM O KepTBax NPECTYNHUKK
HaXoZ4AT B COLMabHbIX CeTAX (N0 AaHHbIM PockomHaa3opa).

Kpome nepcoHanbHbIX AaHHbIX O KaXAOM 4YenoBeke cobMpaloTcs TakKe ero ¢poTo- 1 BuaeonsobparkeHma. CoBpemMeHHOro
YyesioBEKa eXeAHEBHO CHMMAIOT COTHM BUAEOKAaMep, PAcro/IOMEHHbIX B NyBAMYHbIX MecTax. dTa MHbopmauma cobupaercs, B
nepsyto oyepesb, rocyAapcTBEHHbIMM OpraHamu ¢ Lesiblo obecrnedeHns 6e30NacHOCTU, PACKPbLITUA NpecTynieHni u T.n. OgHako
cnepyeT NOMHWUTb, YTO TaKMe BUAEO3aMUCKU MOTYT MOMNacTb U B PYKM K WAHTANKUCTAM MAN MHBIM 3/I0yMbIWNEHHUKaM. byabTe
OCTOPOKHbI! He nomoraiiTe MoleHHUKam, J06pOBO/IbHO NepeaaBas UM NepcoHasibHble AaHHbIE.

B TeKkyLwen cutyaunm 60bLIMHCTBO NOPTA/IOB OPraHOB BAACTU U KOMMEPYECKMX KOMMaHUIM CTAHOBATCA 0ObEeKTaMM XaKepCKux
aTaK B eXXeLHEeBHOM pexkume.

Tak, 3a nocnegHee Bpemsa B Ny6aAnuHbIN f0CTYyN yTeKnu 6a3bl AaHHbIX NONb30BaTeNe KomnaHuu «AHaeKc.Epa» u KnmeHToB
MeaMUUHCKOM nabopatopun «FemoTtect». Bce 3To npoucxogut mus-3a Toro, 4to B Poccuu Ao cMX nMop HeT cyliecTBEHHOW
A4MUHUCTPATUBHOM M YroNOBHOW OTBETCTBEHHOCTM ANA OnepaTopoB NoAo6HbIXx 6a3. Tak, «AHpekc.Epa» «otaenanacb»
wrpadom Bcero nuwb B 60 Tbicay pybnei.

Ba)XHO NOMHMTb, YTO M3-3a XaNATHOCTU UM SIKOHOMUMU KOMMNAHUM HA XPAaHEHUMU AAHHbIX, KOTOpble
Mbl ocTaBnaem, opopmnAa KapTOUKy B MarasuHe, Ha 3anpaBKe Uau N06om gpyrom mecte moryT
CTaTb AOCTOAHMEM O6LECTBEHHOCTM.

Hapo nomHuTb!

AKTUBHbI Nonb3oBaTeNb MHTepHeTa ocTaBaseT UMbpPOBOW cnen — WHOTAA CBOM MOJHBIA MOPTPET: COCTOAHME 340POBbS,
BHELUHOCTb U GpU3MYECKME AaHHble, NPUBLIYKM, MecTa NpebbiBaHUA, YPOBEHb [0X0Aa, AAHHbIE O IMYHOW MU UHTUMHOW KU3HU U
MHoroe apyroe. MpuaoxeHna Ha TenedoHe MOTYT MNOAYYUTb AOCTYN MUKPOdOHY, Kamepe, akcenepomeTpy (ucnosiblyetcs gna
N3MepeHUn ABUNKEHUI YCTPOICTBA) U CNeauTb 38 CBOMM NO/Ib30BaTeleM KPYr0CyTOYHO. Bcé 3To MOXKeT NpeacTaBanTb MHTEpec
418 NpecTynHukos! MoLWeHHWYECTBO, LWaHTaX, TPaBaa — BOT HEMOJIHbIM CMUCOK TOro, A1 Yero 3/10YMbIWAEHHUKU MOryT
ncnosb3oBaTb MHbOPMaLMIO O Nosib3oBaTensax. Cnegute 3a KyabTypol NOBEAEHUA B CETU, COXPAHANTE CBOH YACTHYIO U3Hb U
KOHOUAEHLMANbHOCTD!

B cOOTBETCTBUM C AEUCTBYIOLMM 3aKOHO4aTeNbCTBOM N1060M rpaXKAaHUH BnpaBe OTKa3aTbCA OT NpefocTaBieHUs CBOMUX
nepcoHanbHbIX gaHHbIX. Cornacue Ha 06paboTKy NepCcoOHaNbHbIX AAaHHbIX MOKeT 6bITb 0TO3BaHO rPpa*KAaHMHOM Yy OpraH13auum
B 110601 MOMEHT.

Ecnm Bac NPUHYXKAAIOT K NOANUCAHUIO COrnacua Ha 06paboTKy NepcoHasbHbIX AaHHbIX M OTKa3blBalOT B NPeaoCcTaBAeHUn
ycayru, cmeno obpauaiitecb B NPOKypaTypy.

Mone3Hble coBeTbl

1. MocosetyitTe cBoemy pebeHKy MpU pPerucTpaumm B COUMAIbHBIX CETAX MCMO/Nb30BaTb TONbKO MMSA WAW NCEBLOHUM
(HUKHEWNM).

2. Cnegute 3a Tem, 4Tobbl pebEHOK He pasmMellan B MHTEPHETE JINLWHION MHPOPMALMIO: TAe OH KUBET, rae y4YmTcsa, Kakon
[0POroit Xo4WT Ha YPOKK U T.M.



B HacTpolikax Kamepbl Ha TenedoHe cnemyeT OTKAOUUTL reoTerun (reosokaLmio, MecTo CbeMKK). ITa GyHKLMA NOKasbIBaeT,
roe MMeHHo genanacb ¢otorpadusa. B Takom ciyyae ntoboi Kenaowmii no GoTo MOMKET 0TCAeAUTb N0/Ib30BaTENA.

MonesHo 6yaeT HACTPOUTL MPUBATHOCTL B aKKayHTe CBOero pebeHka. Takum 06pas3om ero npoduib CMOryT CMOTPETb TO/IbKO
ero Apysba.

O6bAcHUTe pebeHKy, YTO HeNb3s BbIKNAAbIBaTb B IHTEPHET GpOTO MAKM CKAH-KOMWUK ero LOKYMEHTOB UM BAHKOBCKUX KapT.

Pacckaxute pE6éHKy, YTO NMepCoHa/ibHbIMU AaHHbIMU CTOUT OE/INTbCA TOJIbKO C OrpaHNYeHHbIM Kpyrom my — CamMbiMU
6An3kuMmn. He ctout nepenaBaTtb Takhe JaHHble ApYy3bAM, a 0COH6EHHO HE3HAKOMbIM No40AM U3 COLLCETeVI.

PE6éHKy HaAo0 3HATb, YTO 3/IOYMbIWNEHHUKN MOTYT NbiTaTbCA BbiBE4ATb VIHd)OpMaLJ,VIIO M NnepcCoHa/ibHble OaHHble 4Yepes3
JINYHbIE COO6LU,EHVIH B COLLMA/IbHbIX CEeTAX. OcobeHHO BHUMATENbHO CTOUT pearnpoBaTb Ha CCbIZIKXA, KOTOPblIE HE3HAKOMLUbI
npucCbiNaroT pe6éHKy B INYHbIX C006LU,EHVIHX. Jlydwe No HUM He nepexoanTb, a HeN3BeCTHble d)aﬁl'lbl — He OTKpbIBaTb.

PacckaxuTe pebeHKy, UTo Henb3A NOAK/YATLCA K NepBomy nonaswemycs 6ecnnatHomy Wi-Fi B ny6inyHom mecte. Yepes
TaKyto 6ecnnaTHy0 CeTb 310YMbILLIEHHMKU MOTYT NOJIy4aTb AOCTYN K NEPCOHANbHbIM AAaHHbIM NO/Ib30BaTeNEeN.

JInuyHbIV Npumep
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TwaTtenbHo oT6upaiite poTo U BMAEO, KOTOPbIe Bbl CAamMu BbiKNagbiBaeTe B UHTepHeT!

MPOMABLUMM W MOCTPAAABLLVM OETAM
HAWTUPEBEHKA.P®

HALMUOHANBHbINA o‘o gura Cailt
LEHTP MOMOLLMX ) be3onacHoro L.
(o) UHTEpHeTa ligainternet.ru
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